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Abstract

The microservices architecture has become well established in mod-
ern distributed systems, but its decentralization widens the attack
surface, which extends from the external perimeter to inter-service
communication and to the application runtime. Isolated protec-
tion mechanisms tend to offer only partial coverage in this sce-
nario. This short paper presents MLCNP (Multi-Layered Cloud Na-
tive Protection), an architecture that organizes the protection of
microservice-based cloud-native applications into three comple-
mentary boundaries, aligned with the defense-in-depth principle: a
gateway with a WAF at the perimeter, a sidecar proxy on east-west
communication, and a RASP mechanism at the application level,
the last being the boundary that brings the proposal closest to the
self-protection property. The paper describes the research method
that led from a systematic mapping study to the architecture, de-
tails the architectural rationale of the boundaries, and discusses
the potential of the RASP boundary to evolve toward Artificial
Intelligence-oriented self-protection. The experimental evaluation
of the proposal is outlined as future work.
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1 Introduction

Microservices have become one of the dominant architectural styles
for modern software systems due to their scalability, modularity,
and independent deployment capabilities [6, 15]. However, decom-
posing applications into distributed services significantly expands
the attack surface, exposing not only the external perimeter but also
inter-service communication and the runtime of each service [2, 3].
Although mechanisms such as authentication, authorization, and
encryption remain fundamental, they primarily protect the system
perimeter and provide limited protection against attacks that exploit
compromised services or lateral movement inside the infrastruc-
ture. This challenge is becoming even more critical with Al-assisted
software development, where automatically generated code can
accelerate delivery while introducing security vulnerabilities that
bypass traditional pre-deployment verification [17].

Security in microservices should therefore be addressed as an
architectural concern rather than as a collection of isolated pro-
tection mechanisms. Security engineering recommends combining
complementary tactics following the defense-in-depth principle,
in which multiple independent layers cooperate to detect, resist,
and respond to attacks, avoiding single points of failure [2, 14, 23].
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Likewise, the self-protecting property from Autonomic Comput-
ing advocates architectures capable of continuously monitoring
and reacting to security threats through coordinated protection
mechanisms [22, 28].

Despite these principles, current approaches for securing mi-
croservice systems mostly focus on individual technologies, such
as Web Application Firewalls (WAFs), service meshes, or Runtime
Application Self-Protection (RASP), without explicitly defining how
these mechanisms should be architecturally organized and coordi-
nated [1, 7, 8, 18, 26].

Recent studies have emphasized the need for stronger security
architectures for cloud-native microservices, such as the adoption
of self-adaptive security and machine learning techniques, but these
efforts remain focused on specific mechanisms rather than compre-
hensive architectural solutions [7, 11]. Various proposals examine
individual protection technologies, such as service meshes for self-
protection [1], the complementary use of WAF and RASP [26],
and multi-layered cloud-native security models, such as the 4C
architecture [25, 27]. However, these approaches either address
security at a conceptual level or focus on isolated protection mecha-
nisms, without explicitly defining how perimeter protection, secure
service-to-service communication, and runtime application pro-
tection should be architecturally integrated in microservice-based
systems.

To address this gap, this paper proposes MLCNP (Multi-Layered
Cloud-Native Protection), a high-level architecture that organizes the
protection of cloud-native microservice applications into three com-
plementary layers: perimeter protection, secure service-to-service
communication, and runtime application protection. Rather than
introducing new security mechanisms, MLCNP provides an archi-
tectural rationale for combining established solutions in accordance
with the principles of defense-in-depth, while creating the struc-
tural basis for self-protecting systems.

The remainder of this paper is organized as follows. Section 2
presents the research method. Section 3 introduces the proposed
MLCNP high-level architecture. Section 4 discusses the proposal
and its implications, while Section 5 concludes the paper, outlines
its limitations, and presents future research directions.

2 Method

The MLCNP architecture was derived from a systematic mapping
study of the state of the art in self-adaptive, security-oriented ar-
chitectures for microservices, complemented by a directed investi-
gation into runtime application self-protection (RASP), as detailed
as follows.
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Figure 1: Configuration of the MLCNP architecture with multiple protection layers for microservices in cloud-native environ-

ments.

Identification of primary studies: A systematic mapping
study investigated architectural approaches to self-protection in
microservice systems. The search across Scopus, IEEE Xplore, and
Google Scholar retrieved 197 studies, from which five primary stud-
ies [1, 5, 10, 19, 30] describing self-protection architectures were
ultimately selected after a rigorous screening process. The analysis
of selected architectures revealed that existing solutions predomi-
nantly focus on isolated observation and enforcement points, with
reactive responses being the prevailing strategy and limited support
for intelligent decision-making or empirical validation of opera-
tional impact. Furthermore, the literature lacks architectural pro-
posals that integrate complementary protection mechanisms across
multiple layers of microservice systems, highlighting the need for
a coordinated defense-in-depth architecture, which motivated the
proposed MLCNP architecture configuration.

Extraction of the surveyed architectures: MLCNP adopts the
level/boundary abstraction that recurs across the surveyed architec-
tures, but it adopts none of them wholesale, since each concentrates
protection at a single point of the architecture. From S1 [30], the
notion of automatic response at runtime is preserved, while its
centralized game-theoretic engine, which selects countermeasures
under a minimax criterion, is not, to avoid introducing a single
point of coordination and failure. From S2 [5], the detection of
illegal communications based on an explicit architectural model
reinforces the value of the intermediate boundary, and S3 [19] con-
firms this relevance through its decentralized extension of DARE;
their node-distributed control loops, however, fall outside the scope
of a boundary-oriented proposal. Study S4 [1] is the closest to the
proposal: its non-intrusive treatment of the sidecar/service mesh
as an interception and verification point over inter-service traffic is

adopted directly as the east-west communication boundary. Finally,
S5 (Immunizer) [10], which structures protection as a MAPE-K
framework with adaptive microagents at the application layer, re-
inforces the RASP execution boundary and the value of an explicit
adaptation cycle. MLCNP adapts the application-layer, MAPE-K-
grounded notion of self-protection from [10], but does not adopt its
fully microagent-decomposed adaptation cycle, keeping the bound-
aries as coarser architectural units.

An additional study on self-healing [24] illustrates the use of
reinforcement learning at runtime, which motivates the Al-oriented
evolution of the RASP boundary to be adopted in MLCNP. A comple-
mentary, directed investigation into RASP, motivated by studies that
were recovered during the search but excluded from the final corpus
for not meeting the architectural criterion, showed that, building
on the conceptual systematization of RASP [4], recent runtime
protection work has explored the integration of RASP with predic-
tive models [12], the analysis of RASP-generated artifacts [29], and
low-overhead container-level protection [9]; however, this work re-
mains concentrated at the application layer, without addressing the
broader architectural problem of organizing heterogeneous protec-
tion mechanisms across boundaries. Even multilayer arrangements
that combine WAF, Zero Trust, and RASP [13] remain oriented to-
ward tool-driven validations, without formalizing an architecture
specialized for cloud-native microservices.

This synthesis of previous architectures confirmed the gap and
motivated the formalization of MLCNP as a multi-layered organi-
zation of gateway/WATF, sidecar proxy, and RASP, as presented in
the next section.
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3 Proposed Architecture

MLCNP is a multi-layered architecture for protecting microservice-
based cloud-native applications. Aligned with the defense-in-depth
principle, the architecture explicitly organizes protection mecha-
nisms at different structural levels of the application. In microser-
vices running on Kubernetes, traffic and business logic traverse mul-
tiple architectural layers, from the external entry point to the inter-
nal execution of the service, and the proposal formalizes these layers
as successive protection boundaries. Figure 1 presents the struc-
tural view of the architecture, whose components are explained as
follows.

Perimeter boundary: Gateway and WAF The first boundary
sits at the entry perimeter, through the combination of an API Gate-
way and a Web Application Firewall (WAF). Its architectural role
is to filter, monitor, and block HTTP/HTTPS requests before they
reach the internal services, reducing the initial exposure to known
attacks based on patterns observable in the traffic, such as SQL In-
Jjection and Cross-Site Scripting [20]. Its visibility, however, is limited
to inbound traffic, covering neither the internal communication
among services nor attacks resulting from the prior compromise of
a component.

Communication boundary: Sidecar Proxy The second bound-
ary is positioned on the east-west communication among services,
by means of sidecar proxies attached to the pods and coordinated
by a service mesh architecture. The proxy transparently intercepts
the interactions among microservices and makes it possible to ap-
ply mutual authentication, authorization policies, traffic control,
and detailed telemetry [1]. Since compromised services can exploit
legitimate internal relationships for lateral movement, this layer
plays a role in containment and continuous verification, acting as
an architectural security connector. Even so, it operates predom-
inantly at the protocol and metadata level, without accessing the
internal semantics of the service execution.

Execution boundary: RASP at the application The third
boundary sits at the innermost level of the architecture, the ap-
plication runtime, through the integration of a RASP mechanism
directly into the service. It is the boundary that most directly brings
the proposal closer to the self-protection property, since it extends
the capacity for intervention at runtime beyond traffic inspection,
observing behaviors that emerge inside the application, such as
improper invocations and insecure flows [4, 22]. Its limitation lies
in the local nature of the observation: in isolation, it offers good visi-
bility over the protected instance, but does not replace a distributed
view of the architecture.

Integration and complementarity The central contribution
of MLCNP does not lie in the isolated adoption of WAF, sidecars,
and RASP, mechanisms already discussed in the literature, but in
the formalization of their organization as complementary bound-
aries that differ in visibility and intervention capability: external
perimeter (gateway/WAF), internal communication (sidecar proxy),
and application execution (RASP). This organization reduces sin-
gle points of failure and the likelihood of privilege escalation and
undetected lateral movement, and it is compatible with Zero Trust
models [21], by assuming that internal communications must also
be continuously verified.
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4 Discussion

Table 1 maps representative OWASP Top 10 attack classes [16] to
the architectural boundaries of MLCNP capable of mitigating them.
The analysis highlights the complementary roles of the three pro-
tection mechanisms: the WAF primarily inspects incoming requests,
the sidecar monitors external and service-to-service communica-
tion, and the RASP observes the application runtime. Consequently,
no individual boundary provides comprehensive protection, rein-
forcing the need for a defense-in-depth architecture.

Rather than considering the entire OWASP Top 10, this study
selected, as an example, three representative attack classes to exer-
cise all architectural boundaries while maintaining a manageable
experimental scope. SQL Injection evaluates the combined capabili-
ties of the WAF and RASP, as attacks can be detected both through
malicious request patterns and anomalous runtime behavior. SSRF
exercises the sidecar and RASP by involving unauthorized outbound
communication and application-level execution. Vulnerable and
Outdated Components relies exclusively on RASP because exploita-
tion can only be observed during application execution. Together,
these attack classes provide complete coverage of the proposed
protection boundaries while avoiding unnecessary expansion of
the experimental design.

This mapping provides the rationale for the MLCNP architec-
ture, whose effectiveness depends on whether combining protection
boundaries increases attack coverage without, hopefully, introduc-
ing excessive redundancy or performance degradation.

5 Conclusion And Future Work

This paper presented MLCNP, a multi-layered protection architec-
ture for cloud-native microservices that organizes three comple-
mentary security boundaries, Gateway/WAF, sidecar proxy, and
RASP, according to the defense-in-depth principle. By combining
protection at the perimeter, communication, and runtime levels, ML-
CNP provides an architectural foundation for coordinated security
rather than relying on isolated mechanisms. Among these bound-
aries, RASP emerges as the most promising point for advancing
toward intelligent self-protection, since its privileged access to the
application’s execution context enables runtime decision-making
beyond predefined security rules.

This architectural perspective is particularly relevant in the era of
Al-assisted software development, where the provenance and secu-
rity of generated code cannot always be guaranteed. Instead of rely-
ing solely on static assurance, MLCNP emphasizes behavior-based
protection across multiple architectural layers, making runtime
monitoring and response central to the overall security strategy. In
this context, Al represents both a source of new security challenges
and a promising enabler of adaptive runtime protection.

Future work will focus on empirically evaluating MLCNP through
a controlled 2% factorial experiment, measuring both security effec-
tiveness and performance trade-offs of the three protection bound-
aries. The study will quantify mitigation capability, false positive
and false negative rates, latency, throughput, and runtime over-
head in a Kubernetes-based environment. A subsequent research
direction is the integration of Al-driven decision-making into the
RASP layer, investigating its potential to evolve from rule-based
protection toward truly self-protecting microservice architectures.
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Table 1: Mapping among attack class, technical evidence of success, and architectural boundaries potentially in action.

Attack Class Technical Evidence of Success Boundaries Potentially in Action
SQL Injection Improper data access, authentication bypass, or unauthorized alteration of records ‘WAF, RASP

SSRF Record of an attempted or completed improper connection to an internal/external resource Sidecar, RASP

Vulnerable and Outdated Components  Improper execution of vulnerable functionality or observable insecure behavior RASP

Artifact Availability

The reproducible blueprint of MLCNP, which instantiates the three
protection boundaries of Section 3 in a Kubernetes environment, is
publicly available at https://github.com/vinimrs/mlcnp-blueprint.
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